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Introduction
This privacy policy ("Privacy Policy") explains how Solana Technology Services LLC ("STS," "our,"
"we," or "us") collects, uses, and discloses information about you. This Privacy Policy applies when you
access and use any of the websites we operate (the "Website" or “Websites”) and mobile applications,
browser extensions, application programming interfaces, and other online products and services of STS
that link to these terms (collectively, the “Service” or “Services”) and when you contact our customer
service team, engage with us on social media, or otherwise interact with us. This Privacy Policy is
incorporated by reference into our Terms of Service at https://solanatechservices.com/tos.pdf.

This Privacy Policy also describes your rights as a data subject to inquire about your personal information
that we process and describes certain rights that you, as the data subject, have regarding this information.

For the purposes of European data protection laws ("Data Protection Legislation"), STS is a data controller
(i.e., the company that is responsible for and controls the processing of your personal information).

Please read this Privacy Policy carefully to understand our practices regarding your personal information
and how we will use it. By accepting this Privacy Policy and our Terms of Service at
https://solanatechservices.com/tos.pdf, you agree to our collection, storage, use, and disclosure of your
personal information as described in this Privacy Policy.

Contacting us
If you have any questions about this Privacy Policy, please contact us at privacy@solana.com.

What information do we collect?
We use your personal information to carry out the obligations arising from providing and improving the
Services. This section describes the types and categories of personal information we may collect, and how
we may use that information.

Information you provide us directly
We collect information you provide directly to us. For example, you share information directly with us if
you create an account profile, fill out a form, make a purchase, contact us via third-party platforms,
participate in a contest, promotion, product trial, survey or provide feedback, request customer support, or
otherwise communicate with us. The types of personal information we may collect include your name,
email address, Telegram address, postal address, phone number, the name of the company you work for,
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links to your profile on social media, any content you may provide, and the products that you or your
company develop or may develop in the future, and credit card, one or more wallet addresses, and other
payment information that you may provide.

Automatically collected information
When you access or use our Services, or otherwise transact business with us, we automatically collect
certain categories of personal information, including:

Device and Usage Information. We may collect information about how you access our Services,
including data about the device and network you use, such as your hardware model, operating system
version, mobile network, IP address, unique device identifiers, browser type, and app version. We also
collect information about your activity on our Websites or other Services, such as access times, pages
viewed, links clicked, and the page you visited before navigating to our Websites or other Services. We
also may collect information regarding your interaction with email messages, such as whether you
opened, clicked on, or forwarded a message.

Location Information. In accordance with your device permissions, we may collect information about
the precise location of your device. You may stop the collection of precise location information at any
time by adjusting your device settings.

Third-Party Account Information. If you are accessing our Services through a third-party account, we
will automatically collect certain data from that account. For example, if you are a business accessing the
Services through your Shopify account, we automatically collect information from your Shopify account,
including information about your business and your transactions, such as sales volumes, product details,
purchase price, and the date and location of the transaction.

Information Collected by Cookies and Similar Tracking Technologies. Our Websites may use tracking
technologies, such as cookies and web beacons, to collect information about you. Cookies are small data
files stored on your hard drive or in device memory that help us improve our Websites and your
experience, see which areas and features of our Websites are popular, and count visits. We also use
cookies to enable us to provide you with the service specifically linked to your user profile when you
create one, and are required for the Websites and Services to function. Web beacons (also known as "pixel
tags") are clear image files that we use on our Websites and in our emails to help deliver cookies, count
visits, and understand usage and campaign effectiveness.

Information Collected by Third-Parties. Our Services may collect information about your use of
third-party websites that have enabled integrations with our Services, for example, whether you have
clicked on an advertisement, the website address of the site that published this advertisement, and other
associated information. This personal information may be combined with other information obtained from
advertising networks and other sources to create more accurate data about your viewing and click-through
activity with these advertisements. If you believe your personal information has been used in this manner,
you should consult the privacy notices posted on the third-party sites for more information about the use
of your personal information and your associated rights.



Information we collect from other sources
We also obtain information from third-party sources. For example, we may collect information about you
from identity verification services, data analytics providers, and mailing list providers (if applicable, and
where we are permitted to do so). We may combine this information with other information we maintain
about you. If we do so, this Privacy Policy governs any combined information that we maintain in a
personally identifiable format.

Collection and processing of sensitive information
The Websites and Services do not collect or process ‘sensitive information’, which includes data
describing racial or ethnic origin, political opinions, religious or philosophical beliefs, trade union
membership, genetic data, biometric data, data concerning health, data concerning a natural person’s sex
life or sexual orientation, precise geolocation, and government issued identifiers.

If you provide account information related to financial institutions and services when interacting or
otherwise using one of our contracted payment processors, we do not process this category of data
directly.

Certain Services we provide may allow you to enter your own content (“User Generated Content”), for
example, when you use one of our chat-based products, fill out a form, or if you send us correspondence
via a support channel. If you provide User Generated Content via the Services, you should exercise
caution and avoid sharing sensitive information when you do so.

How do we use your personal information?
We use the personal information we have collected for the following purposes:

● Provide a secure, personalized experience on our Websites and Services, if and when you create
an account profile;

● Provide, maintain, and improve our Websites and Services, including for internal product
development purposes to develop new products and services, and to enhance existing ones;

● Send you technical notices, security alerts, and support and administrative messages;
● Respond to your comments and questions and provide customer service;
● Communicate with you about products, services, trials, surveys, and events offered by STS and

others and provide news and information that we think will interest you;
● Monitor and analyze trends, usage, and activities in connection with our Services;
● Enroll you in various surveys, interviews and focus groups in order to receive feedback about

your use of our Services, and gain insights into how we can improve them;
● Facilitate contests, sweepstakes, and promotions and process and deliver entries and rewards;
● To display personalized or targeted content to you, and to display targeted advertising on third

party websites;
● Detect, investigate, and prevent security incidents and other malicious, deceptive, fraudulent, or

illegal activity and protect the rights and property of STS and others;
● Debug, identify and repair errors in our Services;



● Comply with our legal and financial obligations; and
● Carry out any other purpose described to you at the time the information was collected.

When do we share personal information?
Except as described in this Privacy Policy, we will not disclose your personal information that we collect
on the Service to third parties without your consent. We may disclose information to third parties if you
consent to us doing so, as well as in the following circumstances:

● We share personal information with vendors, service providers, and consultants that need access
to personal information in order to perform services for us, such as companies that assist us with
web hosting, shipping and delivery, payment processing, fraud prevention, identity verification,
customer service, and marketing and advertising;

● We may share personal information if we believe that your actions are inconsistent with our user
agreements or policies, if we believe that you have violated the law, or if we believe it is
necessary to protect the rights, property, and safety of STS, our users, the public, or others;

● We may disclose personal information if we believe that disclosure is in accordance with, or
required by, any applicable law or legal process, including lawful requests by public authorities to
meet national security or law enforcement requirements;

● We share personal information with our lawyers and other professional advisors where necessary
to obtain advice or otherwise protect and manage our business interests.We may share personal
information in connection with, or during negotiations concerning, any merger, sale of company
assets, financing, or acquisition of all or a portion of our business by another company; and

● We also share aggregated or de-identified information that cannot reasonably be used to identify
you.

Communication choices
If you receive marketing emails from us, you may unsubscribe at any time by following the instructions
contained within the email. You may also opt-out from receiving marketing emails from us, and any other
promotional communications that we may send to you from time to time (e.g., by postal mail) by sending
your request to us by email at privacy@solana.com or by writing to us at the address given in the
‘Contacting Us’ section of this Privacy Policy.

Please be aware that if you opt-out of receiving marketing emails from us, it may take up to ten business
days for us to process your opt-out request, and you may receive marketing emails from us during that
period. Additionally, even after you opt-out from receiving marketing messages from us, you will
continue to receive security related, administrative, and transactional messages from us regarding your
use of the Services.

Rights to access
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If you have a user account and profile on our Websites or Services, you have the ability to access and
update many categories of personal information that you provide to us by logging in to your account and
accessing your account settings. If you wish to access or amend any other personal information we hold
about you, you may contact us at privacy@solana.com. If you request that we delete your account with
our Service, we will do so within a reasonable period of time, but we may need to retain some of your
personal information in order to satisfy our legal obligations, or where we reasonably believe that we have
a legitimate reason to do so.

How long do we keep your personal information for?
We store your personal information for as long as necessary to carry out the purposes for which we
originally collected it and for other legitimate business purposes, including to meet our legal, regulatory,
or other compliance obligations.

Aggregated and anonymized data that no longer identifies the user of the Service is maintained for the
purposes necessary to provide the Service.

Additional disclosures for individuals in Europe
If you are located in the European Economic Area ("EEA"), the United Kingdom, or Switzerland, you
have certain rights and protections under the law regarding the processing of your personal information,
and this section applies to you.

Legal basis for processing in Europe
We need to inform you about the legal basis on which we collect and use your personal information.
When we process your personal information, we do so in reliance on the following lawful bases:

● Where we need to perform the contract we are about to enter into or have entered into with you
for the Service;

● For the purposes of legitimate interests (or those of a third party) and your interests and
fundamental rights do not override those interests; and

● Where we need to comply with a legal or regulatory obligation in the EEA, the United Kingdom,
or Switzerland.

The legal basis depends on the category of personal information being processed, and the purpose for that
processing. The following table indicates each category of personal information we process, and the legal
bases we rely on to do so. Where legitimate interest has been used as the legal basis for processing, the
specific legitimate interest we use has been described.

Please contact us if you need details about the specific legal basis we are relying on to process your
personal information where one or more legal bases have been indicated.
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Category of personal information Legal Basis for Processing

Contact and account information The performance of a contract and to take steps prior
to entering into a contract;

Our legitimate interests, namely, administering the
Service, for marketing purposes and communicating
with users;

Where we need to comply with a legal or regulatory
obligation in the EU and the United Kingdom.

Payment card information in order to process
payment for the Services

The performance of a contract and to take steps prior
to entering into a contract;

Where we need to comply with a legal or regulatory
obligation in the EU, the United Kingdom, or
Switzerland.

Online Inquiries, correspondence, support
requests, and interaction with our chat-based
Services

The performance of a contract and to take steps prior
to entering into a contract;

Legitimate interest, namely to provide customer and
technical support, for marketing purposes and to
respond to general inquiries.

Automatically collected information such as
user actions and IP addresses

Legitimate interest, namely better understanding your
use of, and making improvements to, the Website and
Services, and identifying malicious, deceptive,
fraudulent, or illegal activity to protect the rights and
property of STS and others.

Where we need to comply with a legal or regulatory
obligation in the EU, the United Kingdom, or
Switzerland.

Europe privacy rights
If you are located in the EEA, the United Kingdom, or Switzerland, you have the following Data Subject
Access Rights with respect to your personal information that we hold:

● Right of access. You have the right to access the personal information that we hold about you;
● Right to rectification. You may have the right to require us to correct any inaccurate or incomplete

personal information we hold about you;



● Right to erasure. In certain circumstances, you may have the right to the erasure of your personal
information we hold about you (for example where it is no longer necessary in relation to the
purposes for which it was collected or processed);

● Right to restriction. You may have the right to request that we restrict the processing of your
personal information in certain circumstances (for example where the accuracy of the personal
information is contested by you, for a period enabling us to verify the accuracy of that personal
information);

● Right to portability. In some limited circumstances, you may have the right to portability which
allows you to move, copy, or transfer personal information from one organization to another;

● Right to object. You have a right to object to us processing your personal information when the
processing is based on legitimate interests and also to stop us from sending you direct marketing;

● Rights in relation to automated decision making and profiling. You have the right not to be
subject to a decision that affects you based solely on automated processing. We do not perform
any automated decision making and profiling.

If you wish to exercise one of these rights, please contact us using the information in the
‘Contacting us’ section of this Privacy Policy.

Questions or Complaints

If you have a concern about our processing of personal information that we are not able to resolve, you
have the right to lodge a complaint with the Data Protection Authority where you reside. Contact details
for your Data Protection Authority can be found using the links below:

For individuals in the EEA: https://edpb.europa.eu/about-edpb/board/members_en

For individuals in the UK: https://ico.org.uk/global/contact-us/

For individuals in Switzerland: https://www.edoeb.admin.ch/edoeb/en/home/thefdpic/contact.html

What is our policy on children?
Children’s safety is important to us, and we encourage parents and guardians to take an active interest in
the online activities of their children. Our Services are not directed to users under the age of 16, and we
do not knowingly collect personal information from children under the age of 16 without obtaining
parental consent. If we learn that we have collected personal information from a child under the age of 16
on our Services, we will delete that information as quickly as possible. If you believe that we may have
collected any such personal information on our Services, please notify us at privacy@solana.com.
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Where do we store and process your personal
information?
Our servers and data centers are located in the United States (US). If you choose to use the Service from
outside the US, then you should know that you are transferring your personal information outside of your
region and into the U.S. for storage and processing. We may also transfer your personal information from
the U.S. to other countries or regions in connection with the storage and processing of data, fulfilling your
requests, and operating the Service. You should know that each region can have its own privacy and data
security laws, some of which may be less stringent as compared to those of your own region. If you are
located in the EEA, the United Kingdom (UK), or Switzerland, then the countries we may transfer your
data to, including the US, may not have data protection laws as comprehensive as those in your own
country. To ensure your personal information is protected, and that we comply with the applicable Data
Protection Legislation, we have implemented the following measures:

● Standard Contractual Clauses. We use the Standard Contractual Clauses (SCCs) for transfers of
personal information to us, and also for transfer of personal information to third-party service
providers. These clauses require the recipients to protect the personal information they receive in
accordance with European data protection laws and regulations. Details of our use of SCCs can
be provided upon request.

● Derogations. In certain circumstances we may transfer personal information based on the
derogations contained in Article 49 of the General Data Protection Regulation (GDPR).

● Supplementary Measures. In addition to the SCCs, we may use contractual, technical, and
organizational measures to further protect your personal information.

● Adequacy Decisions. Where applicable, we may rely on adequacy decisions provided by the
European Commission under Article 45 of the GDPR to transfer your personal information
outside of the EEA, the UK, or Switzerland.

California privacy rights

Do not track
California law requires us to let you know how we respond to web browser Do Not Track (DNT) signals.
Because there currently isn’t an industry or legal standard for recognizing or honoring DNT signals, we
don’t respond to them at this time. We await the result of work by the privacy community and industry to
determine when such a response is appropriate and what form it should take.

California Shine the Light
A California resident who has provided personal information to a business with whom he/she has
established a business relationship for personal, family, or household purposes (“California Customer”) is
entitled to request information about whether the business has disclosed personal information to any third
parties for the third parties’ direct marketing purposes, subject to certain exceptions, as defined in
California Civil Code Sec. 1798.83. We do not share Personal Information with third parties for the third
parties’ direct marketing purposes.



How do we secure your personal information?
To help protect your personal information, we use commercially reasonable steps to protect the
information that we collect, including your personal information. The reasonable steps include protecting
this data against accidental loss, unauthorized use, disclosure, and restricting access to personal
information by our staff. The Service is hosted by a third-party hosting company that we have determined
maintains adequate security controls and utilizes TLS encryption for all internet communication with the
Service. We also require all staff that administer and develop the Service to follow industry-standard
controls, including strong passwords, the use of anti-virus and anti-malware software, disk encryption,
and other best practices.

We use various 3rd party processors to enable us to provide the Service, and as part of our vendor due
diligence, we review the security controls these processors have in place and ensure they meet industry
standards appropriate for the type of data we collect.

You should keep in mind, however, that the Service utilizes software, hardware, and networks, which
from time to time require maintenance and experience problems beyond our control. Note that no data
transmission over the public internet or encryption method can be guaranteed to be 100% secure.
Consequently, we cannot ensure or warrant the security of any information that you provide to us. You
transmit information to us at your own risk.

Updates to this Policy
We may change this Privacy Policy from time to time. If we make changes, we will notify you by revising
the date at the top of this policy and, in some cases, we may provide you with additional notice (such as
adding a statement to our Websites or sending you a notification). We encourage you to review this
Privacy Policy regularly to stay informed about our information practices and the choices available to
you.


